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E-BANKING RISKS MANAGEMENT

ABSTRACT

The banking industries future development is becoming dependent on new information technology.  Banks are trying to find out how to take as much of an advantage as possible from the new technologies.  While the adoption of information technology has significantly improve operating efficiency in banking industries, it inevitably made bank’s information system vulnerable.  This paper presents the status of e-banking evolution, the associated risks and critical risk management issues.

E-BANKING RISKS MANAGEMENT

INTRODUCTION

In today’s hectic and crazy world, more and more people are discovering that they need one thing more than anything else – time.  Time is the most valuable asset a person has.  How many times have we heard someone say “There are not enough hours in a day” or “I can’t find the time for …” or “Time is money”?  Is it any wonder that one very important goal for a lot of people is to find time-saving strategies?  One time-saving trend is known as e-commerce.  The application of e-commerce infrastructure to banking industries is commonly referred to as e-banking.  E-banking is the hottest trend going and is increasing in popularity at exceptional rates.  

     
E-banking has actually been around for some time. An e-banking transaction is any electronic transaction between a customer and a bank.  ATM transactions and telephone transactions are considered e-banking.  However, the newest e-banking trend is the internet.  Banking from home has become the norm for millions of people.  Why?  That’s simple.  It’s convenient, it’s easy, and it saves time (2, 5, 12).  

     
Many people are discovering that they can do from home the things they used to go to the bank to do.  Activities such as researching an account history or transferring funds between accounts now take seconds online compared to minutes or hours traveling to the bank, standing in line, and dealing with bank personnel.  This is a must-have convenience for time-savers (6, 13).

All these activities are supported by a fleet of sophisticated information systems/information technology.  Consequentially, the changing information technology is becoming the most important factor in the future development of banking, influencing banks’ marketing and business strategies.  The rapid transformation driving forces of banks in the economic environment are the innovations in information technology, innovations in financial markets, etc.  The multitudes of factors make it difficult to setup a bank’s strategy.  Strategies need to be flexible to adjust to unforeseen developments and changes in the economic environment.  Banks  that have decided to plan and find the opportunities of the Internet will be the ones that will stay around.  

As a new delivery channel for banking services is the electronic banking, it is necessary to clarify the true meaning of e-banking.  In this report,  many definition of e-banking will be explored   The second part is the risk management of e-banking activities that a bank will need to address to keep their customers secure.  There are many steps that a financial service has to go through such as board and management oversight, managing outsourcing relationships, information security program, and administrative controls (3, 7, 20, 24).

In this report, evolution of e-banking activities will be reviewed.  Risks associated with e-banking confronting management of banking industries and consumers will be discussed.  Some practical management strategies will then be presented as vehicles to help manage the risks.  A brief summary of major findings along with a discussion on directions for future studies concludes the paper. 


E-BANKING EVOLUTION

     
Evolution of e-banking has been the focus of several previous major reports (1, 8, 10, 11, 14, 15, 19, 22, 23).  These reports have identified a list of critical issues that need to be carefully addressed.  Some of the previous researchers attempted to applying analytical modeling techniques to identify relationships between technoloqies adopted by banks to deploy e-banking services and consumer’s responses (1, 8, 13, 14, 19, 23)

There are two ways that banks can offer e-banking; brick-to-click and virtual banking.  Brick-to-click are banks that offer online banking, but also have physical locations the customer can visit.  This is an advantage for banks and customers alike.  The bank has the advantage of being available for a customer should the customer need services such as ATM machines, cashier’s checks or money orders, and safe deposit box service.  The customer has the advantage of knowing they can choose the method by which they bank.

     
Virtual banks do all their banking online.  There are about thirty of these banks in the United States (17).  There are advantages and disadvantages to this type of bank.  The main advantage of virtual banking is lower cost to the customers.  If there are no physical locations, cost to operate the bank is low and these savings can be passed on to their customers through lower interest rates on loans and credit cards.  

     
The biggest disadvantage to the virtual bank is the difficulty of actually building an online bank.  The two biggest names in online banking are Bank of America and Wells Fargo Bank.  These two banks had the advantage of having good reputations and banks with physical locations before they entered the online banking arena.  It is more difficult to build a virtual bank that no one has heard of or visited.  People are much less likely to trust a bank that is not well known.

     
For the customer, there are many advantages and disadvantages to online banking.  The most important advantage is that online banking offers twenty-four hour banking seven days a week.  It only requires access to the Internet.  Speed (or time saving) is another advantage.  Another advantage that is quickly gaining in popularity is the various services that are offered at the bank websites.  Examples of these services are bill-paying, credit report information, and retirement account options.  Customers are finding that these websites are relatively easy to use and are willing to spend time navigating them to find new services or to compare their bank’s services and rates to other banks.  

     
The disadvantages to online banking are few, but they have a large impact on customer satisfaction.  Customers who are not familiar with the internet may have a hard time navigating and learning how to use online banking features.  This can be frustrating to the customer but it is not insurmountable.  Another disadvantage is the “ever-changing website”.  Some banks feel the need to “improve” their websites on a regular basis which can be confusing and aggravating to customers who must then search for the features they want to use.  However, the biggest disadvantage for customers is the concern over security risks.  

     
It’s a proven fact that many people refuse to take advantage of online banking because of the fear of a security breach.  I polled ten people about online banking and wasn’t surprised at the answers I received.  Out of the ten people polled, only one did all of his banking and bill paying online.  He told me it was a snap and saved him so much time he would never go back to manual bill paying.  Four of the people polled paid their bills online but did not do their banking transactions online.  One person paid only his credit cards online.  The remaining four people did no online banking or bill paying citing the reason as fear of security risk.  They did not want their banking information or credit card numbers on the internet.  Two of those people referenced commercials they had seen about identity theft (3, 7, 17, 24).  

     
Still, online banking is a big business.  Bank of America, the leader in online banking, has seen an explosion of growth in their online banking business.  According to an e-Commerce executive at Bank of America, customers “go through an evolution in their online banking experience.  First, they go online to look at their statements and transactions.  Then they start paying their bills online (18).”  In fact Bank of America is doing so well they released the following statistics in March of 2003 (4):

· Five million people use online banking at Bank of America, which is a 1.9 million customer increase from the previous year.

· Two million people now pay their bills online through Bank of America, which is a 1.1 million increase from the previous year.

· 15,000 new checking accounts have been attributed to free online bill pay.

· Customers who use online banking typically have 35% higher deposits and 40% higher loan rates.

· Online banking customers make 34% fewer calls to customer service (Bank of America).

     
One of newest trends in e-banking is bill paying online.  Millions of people have discovered the ease and convenience of paying all of their bills online.  This trend has become an advertising frenzy for banks.  It seems like every other commercial on television is about the convenience and time saving of paying bills online.  Admittedly, this is true.  Initially, customers must spend the extra time to set up their bills for online payment, but once this is accomplished, bill paying takes a few clicks and it is done.  This is a very attractive feature for anyone especially when there are bills that are due on the same day each month.  Customers have the option of setting these up as automatic payments every month.  

    
 Another new trend in online banking is receiving electronic bills.  This trend is popular but has a disadvantage.  Not all companies are equipped to send e-bills.  This can be a little frustrating to customers that want to go paperless and conduct all of their business electronically.  However, there is a solution to this problem.  Customers have the option of setting up those non-electronic bill payments as automatic debits from their checking account.  

E-BANKING RISKS


Internet banking has many benefits such as having a better branding and better responsiveness to the market.  Banks that are the first movers in the technology within banks and did it with success would find themselves enjoying a better brand image.


Benefits are also measured in monetary form.  Banks will find per transaction the cost of Internet banking is much lower than the traditional branch service.  The obvious reasons would be that traditional banks would need a building and employees to service the customers.  E-banking does not require an individual person to be on line for the customer to do the transaction in which they wish to do.  Looking at this information one can assume the higher profitability comes from the e-channel banking services for banks.  


Customers also have advantages that they gain form the existence of electronic banking.  One benefit is the time that customers will save by being able to automate the service that the banks offer.  

The corporate customers will find that they can reduce the costs in accessing and using the banking services.  Another benefit is allowing more comfort and timesaving, such reason is that transactions can be made at anytime electronically.  Corporation will also be able to access the information continuously and quickly.  This only requires the corporation to get on line and find the information needed and go.  Corporations can also improve their cash management, because it speeds up the cycle; the efficiency of business processes will increase, such abilities as managing the company’s short-term cash flow.

In order for the banks to be able to setup an e-banking system for their potential clients to enjoy, the bank must have a risk management team in place.  The risk management of e-banking activities includes the board and management oversight, managing outsourcing relationships, information security program, and administrative controls.  

     
Now that we know online banking is beneficial to customers and profitable to the banks, there are a number of risks to be outlined.  Since the invention of online banking risk has become a concern of bank managers and regulatory and supervisory authorities.  There are an increasing number of cross-border transactions taking place every day.  The risks taken on by these online banks include regulatory risks, legal risks, operational risks, and reputation risk.

     
Regulatory risks arise because the internet provides services from anywhere in the world.  There could be the temptation of these banks located in foreign countries to avoid regulatory procedures.  To reduce this risk, regulators can require all foreign banks who wish to do business in the United States to establish a licensed branch.

     
Banks who conduct online banks are open to increased legal risk.  Banks conducting business in foreign countries may not be fully informed of the law in those countries.  This could potentially cause problems if they infringed on the regulations of those countries.  Ignorance of the law is no excuse.  Banks must protect themselves by becoming familiar with each country’s policies on privacy protection, data collection and soliciting.

     
Security threats are part of the operational risk online banks face.  Technology is the key here.  “The reliance on new technology to provide services makes security and system availability the central operational risk of electronic banking.  Banks must have measures in place to constantly monitor the integrity of their security systems and the confidentiality of their data.  Clearly, a bank’s security practices should be regularly tested and reviewed by outside experts to analyze network vulnerabilities and recovery preparedness (17, 24).  Managing heightened operational risks needs to become an integral part of banks’ overall management of risk, and supervisors need to include operational risks in their safety and soundness evaluations.

     
Security problems and system disruptions increase the risk of a company losing its good reputation.  When reputations suffer, so do profits.  The key to avoiding these problems is risk management.  Many online banks already have this in effect and operate according to their risk management guidelines.

SOME MANAGEMENT ISSUES

     
To avoid all of these potential risks, there must be new regulatory controls adopted within the online banks to protect customers as well as the banks.  Banks should ensure that their staff has enough knowledge of the e-banking technology to deal with potential risks.  There should also be a policy adopted to deal with security inside the company.  Access to certain data should be minimized and measures taken to guarantee that data’s integrity.

Board and management oversight deals with the finding the right e-banking strategy for your financial institution.  The way management should do this is through customer needs, diverse customer segments based, and consideration of the institution’s risk assessment.  An institution that does this will need to re-evaluate the e-banking strategy and ensure that the system in place is the right one for their business strategy.  They may find that the extent of e-banking for their company is to have only an informational web page.  They could also decide to make an extensive web page that can do numerous functions for their customers.  

The company will also have to run a cost-benefit analysis this should be part of any decision dealing with e-banking.  When running the cost-benefit analysis it should show some of the benefits of e-banking: lower operating costs, greater geographic diversification, improved or sustained competitive position, increased customer demand for services, and new revenue opportunities.  When running the analysis the bank should also understand the risks associated with e-banking so the bank can ensure that the proper risk mitigation controls are in place.  The company should ensure that they have the expertise to run the cost-benefit analysis.  If the case is that they underestimate the expertise needed then the company could find that it misjudged the time and resources needed to accurately oversee the e-banking activities.  


Once the e-banking strategy is in place the board and management should routinely evaluate the strategy’s effectiveness.  The reason for doing the evaluations are to ensure that the acceptance and expectations of the e-banking strategy is working.  One of the easiest ways to check and see if it is working is by examining the revenues generated, customer service volumes, and many others.  If management did not have a way to measure the goals then they would not be able to determine if the strategy is working.   A way in which a company can help increase the effectiveness of the strategy is to put in place polices and procedures.  This will allow the management to give specific directions with a clearer understanding of what the outcome should be.  


The audit function is an important component of proper independent monitoring.  The audit should cover the scope and coverage, including the entire e-banking process as applicable.  Also it needs to ensure that they have enough technical experts to evaluate the security risks dealing with the open network. When looking for an auditor look for one that is independent, without conflicting network or e-banking roles.  


The managing outsourcing relationships are comprised of the due diligence for outsourcing solutions, contracts for third-party services, and oversight and monitoring of third parties.  These three will help a managing team to find the right balance or mixture of outsourcing.  


Whether a company supports e-banking in-house or outsource support is a key consideration in setting up an e-banking cost-benefit analysis.  This type of transactional e-banking is typically a flexible interface that allows institutions to select those products and services that meets their needs.  The downfall is that if you have multiple vendors it can become complicated.  

 
Such interfaces can be between in-house systems, outsourced systems, or a combination of both. This flexibility allows institutions to select those products and services that best meet their e-banking needs, but it can also complicate the vendor oversight process when multiple vendors are involved. Choosing to use the services of one or more TSPs can help financial institutions manage costs, obtain necessary expertise, expand customer product offerings, and improve service quality. However, this choice does not absolve financial institutions from understanding and managing the risks associated with TSP services. In fact, service providers may introduce additional risks and interdependencies that financial institutions must understand and manage. Following table summarizes major advantages and disadvantages between these two (9).

	Processing Hardware
	Application Software
	Advantages
	Disadvantages

	In-house Purchased or Leased
 

 
	Developed in-house 
 

 
	Systems designed to meet institution’s specific needs.
Ability to offer unique products and services.
Direct oversight of risks.

	Costs to develop/maintain system.
Requires high level of technical expertise.


	 
	Purchased with in-house modifications
	Cheaper than in-house developed, while retaining ability to adapt system and directly oversee risks.
	Cost of technical expertise to maintain system, modify vendor’s software, and integrate vendor updates.

	 
	Purchased without modifications
	Requires lower level of expertise to maintain system and applications. 
Direct oversight of risks. 

	Limited ability to customize products/services and differentiate unique products.

	Outsourced To TSP
	Outsourced to TSP
	Minimal need for technical expertise.
Increases implementation speed.
Lower start-up costs.

	No ownership interest.
Limited ability to customize products/services.
Need processes to oversee risks in outsourced activities or services.



Whether the e-banking services are processed in-house or outsourced, the institution needs to review to make sure that it is getting the required needs and the anticipated future needs met. 


Managing the contracts for the third-party services requires the financial services to have a formal contract with the technical service provider (TSP).  The contract encompasses all duties and requirements of the parties concerned.  The reason a company will want to have clear and documented expectations for the TSP is that in the past when the needs are not expressed then the TSP will not perform as expected.  They do not perform because there is the lack of a concrete understanding of the situation and the needs.  


Many types of monitoring may be needed based on the division of responsibilities and length of service allocation.  The TSP can provide many types of administrative modules such as on-line reports, or periodic written reports.  Some of the monitoring e-banking can track are e-banking service availability, activity levels and service volumes, and performance efficiency.


E-banking has to understand the importance of information security.  Financial services will need to keep certain guidelines.  The ability for the service to be able to keep the confidentiality of customer’s information is impertinent to the services reputation.  E-banking also has to be ready to anticipate threats that could cause negative actions to occur to their information on customers.  Hackers are also an issue when dealing with e-banking with that in mind the TSP need to ensure the soundness of the security emplaced.   Again a policy and procedures need to be written to be able to mange and reduce the occurrences of the unwanted security breach.  


There are certain security controls e-banking are needed because the security is stiffened when many of these controls are applied.  Ongoing knowledge of attack sources, this control can be used by setting up with other organization to give and receive information on the desires and threats out there that are harmful to the firm.  Some of the other controls are up-to-date equipment, rapid response capability, network access controls, etc.  These will help a firm to stay secure in the unstable world of IT.  

CONCLUDING REMARKS


Managing e-banking is a difficult and tedious job that has to be examined in multiple ways for a firm to find the best combination.  E-banking is the future of banking and is going to continue to become more of a force than it is today.  Some of the new innovations will come from within the banking industry, but most of the ideas will come from the outside technologists that have produced or acquired and new and improved way of processing data.  


Another side that managers need to keep their focus on is the customers.  Educating the customers will be one of the biggest obstacles that e-banking managers will have to face.  Management will also have to keep the customer service at least at the same standards as the traditional branch banking.  


E-banking creates issues for banks and regulators.  Banks that do venture into e-banking need to have a clear strategy that takes into account all the effects that e-banking brings.  Banks are also going to have a to be able to manage the business risk exposures that it brings with it.  Firms will have to do some market research, adopting systems, advertising campaigns, and suitable business continuity plan.  Banks will also need to take a proactive approach to securing the information, maintaining experienced staff and creating control policies.

     
The future of online banking has one guarantee – it will always be around.  There was some speculation in the past that by this time banking would be completely paperless.  The handwritten check would no longer exist.  That has not happened and is not likely to occur in the near future.  Most people still prefer to have a piece of paper in their hand than a data file on a computer.  Paper is familiar, material, and safe.  The general consensus seems to be that if it is written in ink, it’s almost as good as having it written in stone.  That seems to be a strange way of thinking since we seem to be such a card flashing society.  The move away from paper money seems to be occurring at a faster rate than the move away from paper banking.

     
One change that online banking will have to make in the future is a considerable increase in customer satisfaction.  Customer satisfaction ratings are down with respect to help available from customer service for online problems.  The problem seems to be that the customer service representatives do not have enough knowledge to guide a customer through online difficulties.  This is an area they must improve upon to retain their customer base.  
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